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EMERGING CHALLENGES
TO STUDENT SAFETY
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ZMERGING ISSUES IN DIGITAL SAFETY

HOUSEKEEPRPING

e ABOUT US
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CONTENT WARNING
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GOALS!
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Physical
Safety
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o \  BUT WHATIF
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SAVVY?77?










3. No Technical L
Skills Required in |
the age of Al.







Attacks appear

— - ggphisticated &

J— technical.

Ny

They're not.



"w e

to act when a student IS belng
harmed online or via

technology."










1. Tap Profile Photo in Bottom Right Corner

2. Tap 3 Horizontal Lines in Upper Right Corner
5. Tap 'Accounts Center’

4. Tap 'Password and Security’
5. Tap 'Where you're logged in’



Account Login activity

You're currently logged in on Instagram on these
devices

[} iPhone 13 Pro
Portland, OR, United States * This
device

Logins on other devices

G’ Apple Macintosh
Tigard, OR, United States - on June 12
at 8:49 AM

[} iPhone
Los Angeles, CA, United States - on

December 6, 2021 at 9:37 AM

[} iPhone
Los Angeles, CA, United States * on

December 6, 2021 at 9:21 AM
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APPLE / TECH / GOOGLE

Apple finally adds iPhone alerts for third-
party Bluetooth trackers

/ With iOS 17.5, iPhones can now
alert you when unauthorized
Bluetooth trackers are following
you, even If they aren’t AirTags.

’

@ Google

By Jennifer Pattison Tuohy, a smart home reporter who's been testing connected
gadgets since 2013, Previously a contributor to Wirecutter, Wired, Dwell, and US
News.

May 13, 2024, 12:34 PM PDT

Apple and Google collaborated on the new Detecting Unwanted Location Trackers 5 § . 7  Comments (7 New)
industry standard. Image: Apple ¢
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Pause Safety Alerts
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ParkMobile

s

S » @ parkmobile.io

PARKING APP



MEDIA

-
A....
Y
U |




9:41

€ Settings

DEVICE TRACKING

Name, Phone Numbers, Email
Password & Security
Payment & Shipping

Subscriptions

» iCloud

iTunes & App Store

g O Find my

™ Set Up Family Sharing



.f
e

“- UNAUTHORIZED |
ACCOUNT ACCESS |




CHEINS

| OGIN

AC TIVITY

( cuck )




Google Account

IPhone

United States
48 minutes ago

First sign-in: Jun 5, 2019

€] signout @ Finddevice (2 Don't recognize this device?

RECENT ACTIVITY
® United States 48 minutes ago

Locations are approximate based on IP address. More info + Show IP address

BROWSERS YOU'RE SIGNED IN ON

@ safari

() Model: Apple iPhone X



SCREENSHOT
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IMAGE- \
BASED
SEXUAL
ABUSE



THE DISTRIBUTION OF SEXUALLY
GRAPHIC IMAGES OF INDIVIDUALS
WITHOUT THEIR CONSENT.




Al-GENERATED
SYNTHETIC
IMAGES

DEEPFAKES




Swap any race g ———
into the video! ‘u'l:fnp Al _
into the video!

@

Face mega




Swap any face 5 e
into the video! "‘:’“P all 1
into the video!

@

Face mega




Swap any race g ———
into the video! ‘u'l:fnp Al _
into the video!

@

Face mega




Swap any race g ———
into the video! ‘u'l:fnp Al _
into the video!

@

Face mega




Al-GENERATED
PHOTOS

AKA UNDRESSING APPS




Undress.app How does it work? Referral FAQ Contacts € Telegram )={ Support

Undress Al -
deepnude app

See anybody nude for free

Just paint over the clothes, set age
and body type and get a deepnude in
a few seconds

100,000+ 22 User-friendly Trustworthy &

users every day and intuitive interface the first deepnude app



1.BELIEVE VICTIMS
2.VALIDATE THE HARM

3.SEXUAL VIOLENCE, NOT HARMLESS
4.0FFER SUPPORT

5.FOCUS ON HARM REDUCTION
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Sto pN C I I i 0 rg ) Privacy Policy Create Your Case &, English

Check Case Status Resources and Support How It Works AboutUs Partners FAQ

@ Watch out for fake StopNCll.org scams asking for your photos. The real StopNCll.org never asks to share or upload your pictures
or videos. Only trust our official website and our approved C:lobal Network of Pariners,

What do you do if someone is threatening to
share your intimate images?

Create Your Case

_ TR



www.takeitdown.ncmec.org

Take Down Get Started Resources and Support About Us Participating Companies FAQ English v

Take It Down.
Having nudes online is scary,
but there is hope to get it taken

down.

This service is one step you can take to help remove
online nude, partially nude, or sexually explicit photos
and videos taken before you were 18.

Get Started +




Featured Topics Newsletters Events Podcasts IIIIHIIIII

ARTIFICIAL INTELLIGENCE

Google s finally taking action to curb non-
consensual deepfakes

Eight months on from deepfakes of Taylor Swift, we are seeing some
encouraging changes, but a lot more work needs to be done to combat the
problem.

By Melissa Heikkila August 6, 2024




Search Pricing Blog News Optout FAQ

Face Search Engine
Reverse Image Search

UPLOAD PHOTO AND FIND OUT WHERE IMAGES ARE PUBLISHED

Upload photols)

Or you can fake a photo with the device's camera. Don’t worry, we will not store it!




Search Prcing Blog News Oplout FAQ




Q % m SIGN OUT

ABOUT RSS SUPPORT/FAQ PODCAST FOIA FORUM ARCHIVE MERCH ADVERTISE THANKS PRIVACY

NEWS

Someone Put Facial

Recognition Tech

onto Meta’'s Smart

Glasses to Instantly et Ry o lame vt e .

recognition service Pimeyes and some

D OX S-l: ra n g e rs other tools, lets someone automatically

go from face, to name, to phone
&) JOSEPH COX - OCT 3, 2024 AT 7:00 AM number, and home address.






@fmfyu Search Pricing Blog MNews Optout FAQ

(@EN ~

TUTORIALS

How to remove your images from
Pimeyes search results

You do not need to go through the DMCA request process fo remove your
image from PimEyes search results. If you wish to remove your image from
PimEyes search results, you have two choices: opt-out and manual exclusion

Also available in languages: Espaiiol Portuguis B gh=tpl
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— MIEEE SECURITY POLITICS GEAR THE BIG STORY BUSINESS SCIENCE CULTURE 1IDEAS PRIME DAY MERCH SIGN IN | Q

BY MATT BURGESS SECURITY APR 18. 2824 7:88 AM

The Real-Time Deepfake
Romance Scams Have
Arrived

Watch how smooth-talking scammers known as
“Yahoo Boys” use widely available face-swapping tech
to carry out elaborate romance scams.




Yahoo Boys Face Swap lechnique on a Phom

| don ready for una dis
year with my tools
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Decline Continue (&

Weather e _ Calendar

Hey, check out this photo!

SENSITIVE CONTENT WARNING




Pe o

ANDROID

ADJUST QUICK
SHARE SETTINGS
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QUESTIONS?

ADAM@ENDTAB.ORG




